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ABSTRACT

This paper describes a methodology
for detecting anomalies from sequentially
observed and potentially noisy data. The
proposed approach consists of two main
elements: (1) filtering, or assigning a belief
or likelihood to each successive
measurement based upon our ability to
predict it from previous noisy observations,
and (2) hedging, or flagging potential
anomalies by comparing the current belief
against a time-varying and data-adaptive
threshold. The threshold is adjusted based
on the available feedback from an end user.
Our algorithms, which combine universal
prediction with recent work on online
convex programming, do not require
computing posterior distributions given all
current observations and involve simple
primal-dual parameter updates. At the heart
of the proposed approach lie exponential-
family models which can be used in a wide
variety of contexts and applications, and
which yield methods that achieve sublinear
per-round regret against both static and
slowly varying product distributions with
marginals drawn from the same exponential
family. Moreover, the regret against static
distributions coincides with the minimax

value of the corresponding online strongly
convex game. We

also prove bounds on the number of
mistakes made during the hedging step
relative to the best offline choice of the
threshold with access to all estimated beliefs
and feedback signals. We validate the theory
on synthetic data drawn from a time-varying
distribution over binary vectors of high
dimensionality, as well as on the Enron
email dataset.

MOTIVATION

Anomaly is a deviation from
a normal behavior. Anomaly detection
techniqgues are used to detect unusual
patterns in data. These patterns deviate from
the spectrum of normal behaviors in the
data, and typically they represent critical
events that occurred in the monitored
system. Anomaly detection can be used to
identify sophisticated and targeted attacks
like Advanced Persistent Threats, where
standard security systems often fail to
detect.
Anomaly detection is an important
problem in intrusion detection. Intrusion
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detection is the problem of detecting attacks
on systems by examining various audit data
of a system such as TCP packets or system
logs and differentiating between normal
users and intruders.

We explore the performance of
online anomaly detection methods built on
sequential  probability feedback. We
sequentially monitor the state of some
system of interest. At each time step, we
observe a possibly noise-corrupted version
z* of the current stai, and need to infer

whether x° is anomalous relative to the
actual sequence®™* = (xq, . . . . x,_,) Of
the past states. This inference is

encapsulated in a binary decisi@gf, which
can be either -1 (non-anomalous or nominal
behavior) or +1 (anomalous behavior). After
announcing our decision, we may
occasionally receive feedback on the “true”
state of affairs and use it to adjust the future
behavior of the decision-making
mechanism.

Existing System

The observations cannot be assumed
to be independent, identically distributed, or
even come from a realization of a stochastic
process. In particular, an adversary may be
injecting false data into the sequence of
observations to cripple our anomaly
detection system.

Observations may be contaminated by noise
or be observed through an imperfect

communication channel.

Declaring observations anomalous if their

likelihoods fall below some threshold is a

popular and effective strategy for anomaly
detection, but setting this threshold is a
notoriously difficult problem.
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Obtaining feedback on the quality of
automated anomaly detection is costly as it
generally involves considerable effort by a
human expert or analyst. Thus, if we have an
option to request such feedback at any time
step, we should exercise this option
sparingly and keep the number of requests to
a minimum. Alternatively, the times when
we receive feedback may be completely
arbitrary and not under our control at all —
for instance, we may receive feedback only
when we declare false positives or miss true
anomalies.

Proposed System:

In this project, we propose a general
methodology  for  addressing  these
challenges. With apologies to H.P. Lovecraft
, we will call our proposed framework
FHTAGN, or Filtering and Hedging for
Time-varying Anomaly recognition. More
specifically, the two components that make
up FHTAGN are:

Filtering — the sequential process of

updating beliefs on the next state of the
system based on the noisy observed past.
The term “filtering” comes from statistical
signal processing and is intended to signify
the fact that the beliefs of interest concern
the unobservable actual system state, yet can
only be computed in a causal manner from
its noise-corrupted observations.
Hedging the sequential process of
flagging potential anomalies by comparing
the current belief against a timevarying
threshold. The rationale for this approach
comes from the intuition that a behavior we
could not have predicted well based on the
past is likely to be anomalous. The term
“hedging” is meant to indicate the fact that
the threshold is dynamically raised or
lowered, depending on the type of the most

recent mistake (a false positive or a missed
anomaly) made by our inference engine.
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Rather than explicitty modeling the the best offline method with access to the
evolution of the system state and then entire data sequence.
designing methods for that model (e.g.,
using Bayesian updates), we adopt an
“individual sequence” (or “universal
prediction” ) perspective and strive to
perform provably well on any individual
observation sequence in the sense that our
per-round performance approaches that of
Fig 3.1: Context Diagram
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The philosophy advocated in the
present project is that the tasks of sequential

ALGORITHMS

probability assignment and threshold

ONLINE CONVEX PROGRAMMING selection can both be viewed as a game
between two opponents, the Forecaster and

the Environment. The Forecaster is

Int. J. of Engg. Sci. & Mgmt. (IJESM), Vol. 3, Issue 2: April-June: 2013, 142-146



[Ezraetal., 3(2): April-June, 2013]

continually predicting changes in a dynamic
Environment, where the effect of the

Environment is represented by an arbitrarily
varying sequence of convex cost functions
over a given feasible set, and the goal of the
Forecaster is to pick the next feasible point
in such a way as to keep the cumulative cost
This

formulated as the problem of online convex

as low as possible. is broadly

programming

FILTERING:SEQUENTIAL
PROBABILITY ASSIGNMENT
IN THE PRESENCE OF NOISE

The first ingredient of FHTAGN is a
strategy for assigning a likelihood (or belief)
p.(.1zF7) to the clean symbct, based on
the past noisy observationsz®"1,
Alternatively, we can think of the following
problem: ifx, is the actual clean symbol that
has been generated at time t, then our
likelihood p,= p,(x.|=z""*), though well-
defined, is not accessible for observation.
Thus, we would like to estimate it via some
estimator ., which will depend on the
actual observed noisy symbaol, as well as
on the previously obtained estimaitv?z};‘,::_L =
(#:,...,P._7) In the field of signal
processing, problems of this kind go under
the general heading of filtering; this term
refers to any situation in which it is desired,
at each time t, to obtain an estimate of some
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clean unobservable quantity causally based
on noisy past observations.
HEDGING:SEQUENTIAL

THRESHOLD SELECTION FOR
ANOMALY DETECTION

In order to choose an appropriate
we rely on feedback from an end user.
Specifically, let the end user set the lall
as 1 ifz, is anomalous and -1 ifz, is not
anomalous. However, since it is often
desirable to minimize human intervention
and analysis of each observation, we seek to
limit the amount of feedback received. To
this end, two possible scenarios could be
considered:

At each time t, the Forecaster
randomly decides whether to request a label
from the end user. A label is requested with
probability that may depend ¢ghandr,.

At each time t, the end-user
arbitrarily chooses whether to provide a
label to the Forecaster; the Forecaster has no
control over whether or not it receives a
label.

As we will see, the advantage of the first
approach is that it allows us to bound the
average performance over all possible
choices of times at which labels are
received, resulting in stronger bounds. The
advantage of the second approach is that is
may be more practical or convenient in
many settings. For instance, if an anomaly is
by chance noticed by the end user or if an
event flagged by the Forecaster as
anomalous is, upon further investigation,
determined to be non-anomalous, this
information is readily available and can
easily be provided to the Forecaster. In the
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sequel, we will develop performance bounds
for both of these regimes.

CONCLUSION & FUTURE
ENHANCEMENT

We have proposed and analyzed a
methodology for sequential (or online)
anomaly detection from an individual
sequence of potentially noisy observations
in the setting when the anomaly detection
engine can receive external feedback
confirming or disputing the engine’s
inference on whether or not the current
observation is anomalous relative to the
past. Our methodology, dubbed FHTAGN
for Filtering and Hedging for Time-varying
Anomaly recognition, is based on the
filtering of noisy observations to estimate
the belief about the next clean observation,
followed by a threshold test. The threshold
is dynamically adjusted, whenever feedback
is received and the engine has made an
error, which constitutes the hedging step.
Our analysis of the performance of
FHTAGN was carried out in the individual
sequence framework, where no assumptions
were made on the mechanism underlying the
evolving observations. Thus, performance
was measured in terms of regret against the
best offline (non sequential) method for
assigning beliefs to the entire sequence of
clean observations and then using these
beliefs and the feedback (whenever
available) to set the best critical threshold.
The design and analysis of both filtering and
hedging was inspired by recent
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developments in online

programming.

convex
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